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ABSTRACT	
	

This	White	Paper	seeks	to	illustrate	how	the	LEP	guidelines	and	several	legal	requirements	are	set	to	
be	further	operationalized	in	the	VALCRI	project.	Based	on	VALCRI’s	data	management	policy	for	the	live	
data	tests	of	February	2017,	it	formulates	technical	solutions	and	concrete	measures	to	meet	legal	data	
protection	requirements	adapted	to	the	working	environment	of	criminal	analysts.			
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INTRODUCTION	
With	the	development	of	new	technologies	and	

the	 expansion	 of	 available	 datasets,	 law	 enforce-
ment	agencies	(LEAs)	are	increasingly	reliant	on	Big	
Data	analytics	and	 intelligence-led	policing	 for	 the	
execution	 of	 their	 tasks.	 It	 is	 possible	 to	 improve	
the	efficiency	of	policing	activities	such	as	criminal	
intelligence	 analysis	 by	 recording	 and	making	 use	
of	large	amounts	of	data.	Generally	speaking,	crim-
inal	analysis	services	of	the	police	process	personal	
data	 for	 three	 different	 purposes,	 being	 strategic,	
tactical	and	operational	analysis	[1].	Strategic	anal-
ysis	 seeks	 to	support	and	develop	general	 law	en-
forcement	policies	contributing	to	the	efficient	and	
effective	 prevention	 of,	 and	 the	 fight	 against,	
crime.	 It	 delivers	 general	 information	 on	 criminal	
statistics	and	trends,	hereby	providing	a	high-level	
pictures	of	given	crime	phenomena.	Tactical	analy-
sis	aims	to	manage	and	coordinate	day-to-day	po-
lice	tasks	and	assist	police	personnel	 in	the	execu-
tion	thereof.	Among	others,	 it	supports	the	identi-
fication	 of	 priority	 targets	 such	 as	 geographical	
areas	 and	 type	 of	 crimes.	 Operational	 analysis	
takes	 place	within	 the	 context	 of	 specific	 criminal	
investigations	 and	 seeks	 to	 assess	 and	 establish	
ties	between	criminal	acts,	suspects,	modi	operan-
di	and	other	elements	 related	to	 the	 investigation	
and	prosecution	of	a	crime.			

To	this	end,	the	VALCRI	project	(Visual	Analytics	
for	Sense-making	 in	Criminal	 Intelligence	Analysis)	
seeks	 to	 develop	 a	 system	 to	 assist	 in	 the	 infor-
mation	management	and	data	evaluation	conduct-
ed	 by	 criminal	 intelligence	 analysts	 in	 law	 en-
forcement	 agencies	 [2].	 VALCRI	 will	 serve	 as	 a	
working	 space	 which	 extracts	 meaningful	 infor-
mation	 from	 text,	 documents,	 images	 and	 video,	
detects	 patterns	 and	presents	 such	data	 in	 an	 ac-
cessible	and	 insightful	way	to	 its	user.	By	coupling	
visualization	and	computation,	VALCRI	allows	ana-
lysts	 to	 draw	 conclusions	 and	 make	 connections	
otherwise	often	missed	by	humans.		

As	 intelligence-based	 systems	 process	 large	
amounts	 of	 information	 capable	 of	 affecting	 the	
lives	and	rights	of	 individuals,	 including	the	funda-
mental	 right	 to	 privacy,	 therefore	 the	 risks	 they	
create	should	be	addressed	and	properly	mitigated	
[3].	For	this	purpose,	the	VALCRI	project	has	set	up	
a	working	group	dedicated	to	the	Security,	Ethical,	
Privacy	and	Legal	(‘SEPL’)	aspects	of	the	system.	In	
order	 to	meet	 practical,	 legal	 and	 ethical	 require-
ments,	 the	 SEPL	 group	 drafted	 general	 guidelines	
in	order	 to	 support	VALCRI’s	 further	development	
[4].	On	the	basis	of	the	applicable	legal	framework,	
these	 guidelines	 identified	 34	 legal,	 ethical	 and	
privacy-related	 (LEP)	 requirements	 for	 developers	
to	 incorporate	 in	 the	 design	 of	 VALCRI.	 These	

guidelines,	 an	 overview	 of	which	 can	 be	 found	 in	
appendix	 A,	 have	 been	 updated,	wherever	 neces-
sary,	 to	 take	 into	 account	 the	 provisions	 of	 the	
recently	 adopted	 Police	 and	 Justice	 Data	 Protec-
tion	Directive	 (Directive	 (EU)	2016/680)	which	will	
become	 the	 new	 EU	 data	 protection	 standard	 for	
law	 enforcement	 data	 processing	 operations	 in	
2018.	 The	 guidelines	 also	 provide	 a	 brief	 descrip-
tion	of	 the	 issues	or	 related	 legal	obligations	 they	
intend	 to	 address	 and	 give	 a	 possible	 method	 to	
adequately	address	them.		

The	LEP	guidelines	have	then	been	operational-
ized	 on	 the	 basis	 of	 the	 specific	working	 environ-
ment	 of	 criminal	 analysts.	 To	 that	 end,	 the	 end-
user	 partners	 to	 the	 project,	 being	 the	 Local	 Ant-
werp	Police	and	West	Midlands	Police	Force	set	to	
adopt	the	VALCRI	system	upon	 its	completion	and	
participate	 in	 its	 preliminary	 tests,	 have	 been	 en-
gaged	in	a	series	of	face-to-face	meetings.	The	goal	
of	these	discussions	has	been	twofold:	1)	to	under-
stand	 how	 the	 requirements	 are	 currently	 imple-
mented	in	these	two	police	environments	and	2)	to	
identify	 how	 these	 guidelines	 need	 to	 be	 refined	
and	translated	 into	 technical	 requirements	adjust-
ed	 to	 the	new	 technical	 environment	provided	by	
VALCRI.	This	second	phase	resulted	in	the	drafting	
of	a	Data	Management	Policy	 for	 the	 first	 tests	of	
VALCRI	prototype.		

This	White	Paper	presents	the	outcome	of	this	
process.	 It	 is	 intended	to	provide	VALCRI	develop-
ers	 with	 concrete	 solutions	 on	 how	 to	 deal	 with	
abstract	 and	 general	 legal	 requirements	 for	 	 the	
design	of	the	system.	To	that	end,	 it	draws	on	the	
LEP	guidelines,	the	relevant	national	and	European	
legislation,	 and	 the	 data	 management	 policy.	 As	
such,	 this	document	 should	be	 considered	a	basic	
roadmap	presenting	how	general	legal,	ethical	and	
privacy-related	 requirements	 are	 to	 be	 converted	
into	concrete	and	directly	applicable	measures	for	
the	VALCRI	system.	 It	shall	 soon	be	supplemented	
by	a	document	on	the	current	status	of	the	imple-
mentation	of	these	requirements.	Finally,	it	should	
be	noted	that	 this	White	Paper	does	not	 refer	ex-
plicitly	 to	 the	 applicable	 legal	 provisions,	 as	 they	
are	already	an	integral	part	of	the	LEP	guidelines.		

The	 following	 section	 describes	 each	 relevant	
legal	principle,	a	discussion	of	the	current	practices	
in	 policing,	 guidelines	 developed	 in	 VALCRI	 for	
their	interpretation	and	use,	and	the	requirements	
they	present	when	we	implement	them	in	VALCRI.	
These	principles	are:	

1. Purpose	limitation	and	data	minimization	
2. Categories	of	data	subjects	
3. Traceability	and	accountability	
4. Data	accuracy		



U	N	C	L	A	S	S	I	F	I	E	D			P	U	B	L	I	C	
 

 
 
 

6	

5. Anonymization	and	pseudonymization	
6. Data	storage	and	deletion	
7. Security	measures	

Appendix	 B	 tabulates	 and	 summarises	 the	 details	
in	this	section	for	easy	reviewing.	

REQUIREMENTS	AND	TECHNICAL	FEATURES	

Principle	1:	Purpose	limitation	and	data	minimiza-
tion	

Definition.	 A	 key	 data	 protection	 principle	 is	
that	of	purpose	limitation.	Under	this	principle,	the	
purposes	for	which	data	can	be	processed	must	be	
determined	prior	to	its	collection.	The	original	pur-
poses	 shall	 serve	 as	 a	 binding	 guideline	 requiring	
all	 future	 processing	 activities	 to	 be	 compatible	
with	 these	 objectives	 [5].	 Additionally,	 following	
the	 principle	 of	 data	minimization,	 the	 data	must	
be	adequate,	 relevant	 and	 limited	 to	what	 is	 nec-
essary	 for	 the	purposes	 for	which	 it	was	collected	
and	further	processed.	This	purpose	must	be	speci-
fied,	made	explicit	and	be	legitimate	in	nature.	The	
proper	 documentation	 of	 the	 purpose	 is	 both	 an	
autonomous	requirement	in	its	own	right	as	well	as	
a	necessary	tool	serving	the	assessment	of	the	re-
quirements	 of	 legitimacy	 and	 transparency.	 As	
such,	 the	data	 controller	must	be	 sufficiently	 pre-
cise	when	determining	 the	purposes	which	 are	 to	
be	established	in	a	clear	and	intelligible	way	before	
the	start	of	the	processing	activities.	

Guidelines.	 Guideline	 G3.4.P5	 recognizes	 the	
necessity	 of	 the	 enforcement	 of	 purpose	 limita-
tion.	 The	 VALCRI	 system	must	 be	 able	 to	 support	
the	limitations	put	in	place	by	police	services	when	
defining	 the	 purposes	 of	 the	 data	 collection	 and	
processing	 and	 establishing	 the	 competences	 and	
tasks	of	 their	criminal	analysts	on	 the	basis	of	 the	
applicable	legal	framework,	being	national	laws	on	
the	functioning	of	police,	data	protection	and	crim-
inal	procedure.	

Current	Practices	in	Policing.	Law	enforcement	
agencies	 typically	 set	 out	 a	 number	 of	 legitimate	
tasks	 and	 objectives	 for	which	 personal	 data	may	
be	 processed	 in	 a	 lawful	manner	 [6].	 These	 tasks	
serve	 as	 a	 legal	 basis	 and	 legitimate	 purpose	 for	
the	processing	activities.	In	light	of	these	tasks,	the	
data	 necessary	 to	 fulfill	 them	 is	 then	 determined	
prior	 to	 the	 processing	 and	 tied	 to	 the	 profile	 of	
the	 analyst.	 User	 profiles	 will	 thus	 be	 dependent	
on	 the	 tasks	 assigned	 and	 the	 level	 of	 clearance.	
Currently,	 once	 these	 legitimate	 processing	 pur-
poses	 are	 identified,	 there	 is	 no	 recurring	 obliga-
tion	 to	 continuously	 document	 the	 purpose	 for	
each	 particular	 processing	 action,	 meaning	 that	
police	 analysts	 are	 permitted	 to	 process	 personal	
data	 for	 their	 daily	 tasks.	 Thus,	 adherence	 to	 the	

requirement	 of	 purpose	 limitation	 will	 mainly	 re-
quire	the	implementation	of	a	strict	access	control	
policy	 and	 the	 full	 traceability	 of	 the	 actions	 per-
formed	by	the	analyst.		

Implementation	 in	VALCRI.	 At	 the	 top	 level,	 a	
login	shall	be	required	for	users	to	access	the	sys-
tem.	 By	 signing	 into	 the	 system,	 all	 actions	 per-
formed	by	the	analyst	are	logged	and	tied	to	his	or	
her	 user	 profile	 which	 ensures	 accountability	 and	
allows	 compliance	 with	 the	 principle	 of	 purpose	
limitation	to	be	established.	These	logs	shall	not	be	
freely	accessible	and	shall	be	auditable	only	under	
specific	conditions	and	by	the	competent	oversight	
authority.	 In	 addition,	 the	 role	 of	 the	 user	 in	 the	
law	 enforcement	 authority	 and	 the	 nature	 of	 a	
particular	 case	 can	 be	 used	 to	 further	 limit	 what	
data	a	certain	user	can	access.	Different	user	levels	
with	 differing	 degrees	 of	 access	 to	 certain	 data	
might	be	created	in	order	to	differentiate	between	
supervisory	 authorities,	 administrative	 personnel,	
researchers,	 system	 administrators	 and	 several	
types	of	criminal	analysts,	as	far	as	they	are	distin-
guishable	within	 the	police	 force.	The	access	 level	
of	 the	 user	 and	 his	 or	 her	 tasks	 and	 obligations	
serve	 as	 a	 sufficient	 purpose	 for	 the	 processing	
activities.	 They	 allow	 the	 analyst	 to	 process	 the	
relevant	information	without	requiring	the	a	priori	
designation	of	a	new	purpose	 for	each	processing	
act.	 Additionally,	 in	 order	 to	 improve	 traceability	
without	 impeding	 on	 the	 work	 of	 the	 analysts,	
VALCRI	 should	 give	 the	 possibility	 to	 link	 search	
queries	to	a	specific	and	predefined	tasks.		

Principle	2:	Categories	of	data	subjects	
Definition.	 Criminal	 analysis	 requires	 the	 pro-

cessing	of	different	categories	of	persons	with	dif-
ferent	 degrees	 of	 involvement	 in	 the	 crime.	 The	
processing	of	personal	data	in	the	context	of	crimi-
nal	intelligence	analysis	must	take	into	account	the	
role	of	the	data	subject	in	the	criminal	act.	In	prac-
tice,	 this	 means	 that	 personal	 data	 relating	 to	 a	
victim	or	a	witness	of	a	crime	cannot	be	treated	as	
if	it	concerned	a	suspect	or	known	convict.	As	their	
relation	 to	 the	 criminal	 fact	 is	 fundamentally	 dif-
ferent	and	warrants	a	different	 treatment	of	 their	
data,	it	is	necessary	that	such	a	distinction	is	main-
tained	 in	 practice.	 The	 qualification	 as	 suspect,	
contact	or	witness	of	an	individual	results	in	differ-
ent	consequences	for	his	or	her	fundamental	rights	
[7].	Errors	in	the	qualification	might	have	a	serious	
impact	on	the	individuals	concerned	[8].	

Guidelines.	 Guideline	 G3.4.P8	 recognizes	 the	
need	for	a	distinction	between	data	subjects	based	
on	their	role	in	the	investigation	or	their	relation	to	
the	crime,	as	the	seriousness	of	the	interference	in	
their	private	life	should	correlate	with	their	role	in	
the	 investigation.	 As	 required	 by	 the	 European	
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Police	 and	 Criminal	 Justice	 Authorities	 Directive	
(Directive	 (EU)	 2016/680),	 such	 a	distinction	must	
be	made	between:	
(a) persons	 with	 regard	 to	 whom	 there	 are	 seri-

ous	 grounds	 for	 believing	 that	 they	 have	
committed	or	are	about	 to	commit	a	 criminal	
offence;	

(b) persons	convicted	of	a	criminal	offence;	
(c) victims	 of	 a	 criminal	 offence	 or	 persons	 with	

regard	 to	whom	certain	 facts	give	 rise	 to	 rea-
sons	for	believing	that	he	or	she	could	be	the	
victim	of	a	criminal	offence,	and	

(d) other	parties	to	a	criminal	offence.		
Implementation	in	VALCRI.	In	VALCRI,	this	shall	

be	accomplished	by	maintaining	a	clear	distinction	
between	certain	categories	of	data	subjects	based	
on	the	nature	of	their	 involvement	with	the	crimi-
nal	fact.	As	such,	this	legal	requirement	can	be	met	
through	 the	 implementation	 of	 a	 tagging	 system	
which	allows	persons	and	 the	personal	data	 relat-
ing	to	them	to	be	marked,	sorted	and	categorized	
based	on	 their	 relation	 to	 the	 criminal	 fact	 as	de-
scribed	above.		

Principle	3:	Traceability	and	accountability	
Definition.	The	traceability	of	data	 in	a	system	

and	the	ways	in	which	it	has	been	processed	is	an	
important	 part	 of	 adequately	 protecting	 personal	
data	 [9].	Not	only	does	 it	aid	the	users	of	 the	sys-
tem	 in	 the	 efficient	 exercise	 of	 their	 tasks,	 but	 it	
allows	 the	misuse	of	 the	 system	and	data	 therein	
to	be	monitored	and	addressed	in	order	to	ensure	
accountability	of	both	the	system	and	its	users.	For	
a	system	to	be	accountable,	 it	must	be	able	 to	be	
demonstrated	 that	 it	 does	 not	 behave	 in	 a	 non-
permissible	 or	 faulty	manner.	 For	 the	 user,	 he	 or	
she	must	be	able	to	account	for	and	justify	certain	
actions	 made	 or	 decisions	 taken.	 Additionally,	 a	
high	 degree	 of	 traceability	 assists	 in	 maintaining	
and	validating	the	accuracy	and	authenticity	of	the	
data	 by	 monitoring	 it	 for	 unwarranted	 modifica-
tions.	For	 the	purpose	of	 improving	accountability	
and	 data	 accuracy	 by	 guaranteeing	 a	 sufficient	
manner	of	traceability,	the	Police	and	Criminal	Jus-
tice	 Directive	 therefore	 implements	 a	 strict	 re-
quirement	of	logging	practices.	

Guidelines.	 The	 issue	 of	 traceability	 and	 ac-
countability	 is	 covered	by	a	number	of	 LEP	guide-
lines.	Among	others,	G3.4.PL3	on	auditing	and	log-
ging,	 G3.4.L2	 on	 accountability	 and	 G3.4.LEP1	 on	
system	transparency	make	direct	reference	to	how	
the	implementation	of	certain	policies	can	improve	
the	traceability	of	data	in	VALCRI	as	well	as	support	
accountability	of	both	the	user	and	system.	

Implementation	 in	 VALCRI.	 In	 VALCRI,	 suffi-
cient	 traceability	 and	 accountability	 shall	 be	
achieved	through	the	implementation	of	extensive	
logging	 measures.	 This	 will	 be	 implemented	
through	 a	 process	 recording	 and	 keeping	 detailed	
logs	of	all	relevant	user	and	system	actions	in	order	
to	 support	 the	 three	 dimensions	 of	 provenance	
present	in	VALCRI,	being	data,	process	and	reason-
ing	provenance	[10].	To	be	fully	effective,	the	prac-
tice	of	logging	is	comprised	of	two	elements.	First,	
logs	 shall	be	kept	of	 the	actions	of	 the	 system,	as	
the	user	and	system	administrator	must	be	able	to	
determine	 why	 the	 software	 executed	 a	 certain	
action	 or	 how	 it	 arrived	 at	 a	 specific	 conclusion.	
Second,	 user	 interactions	 in	 the	 system	 shall	 be	
registered	 as	 well.	 The	 searches	 executed,	 data	
accessed	 and	 information	 processed	 by	 a	 certain	
user	 must	 be	 logged	 and	 tied	 to	 the	 identifiable	
person.	 Among	 the	 necessary	 information	 to	 be	
recorded	 by	 VALCRI	 are	 the	 identity	 of	 the	 user,	
time	and	date	of	 the	 system	being	accessed,	data	
gathered	 and	 accessed	 by	 the	 user,	modifications	
and	 additions	 made	 to	 the	 analyst	 files,	 transac-
tions	 of	 data,	 changes	 in	 user	 settings,	 and	 the	
processing	 and	 reasoning	 actions	 of	 the	 system.	
Due	 to	 the	 broad	 scope	 and	 extensive	 nature	 of	
these	logs,	there	is	no	need	to	implement	separate	
logging	practices	and	measures	 for	different	 types	
of	analyst.	Yet,	in	the	context	of	access	to	the	con-
tent	 of	 the	 logs,	 different	 access	 practices	 can	 be	
established	 in	 order	 to	 distinguish	 between,	 for	
example,	 technical	 personnel	 and	 oversight	 au-
thorities.	While	it	is	key	to	maintain	the	distinction	
between	 different	 access	 profiles	 and	 link	 actions	
and	 operations	 to	 a	 specific	 user,	 the	 scope	 and	
content	of	the	logs	kept	shall	be	the	same	for	stra-
tegic,	 tactical	 and	 operational	 analysts.	 This	 func-
tionality	 shall	 allow	both	analysts	 to	 retrace	 steps	
taken	by	the	system,	without	being	able	to	modify	
these	logs,	and	supervisory	authorities	to	examine	
how	 the	 system	 behaves	 in	 order	 to	 guarantee	
reliability,	accuracy	and	authenticity.	

Principle	4:	Data	accuracy	
Definition.	Another	key	principle	of	the	protec-

tion	of	personal	data	 is	 that	of	data	accuracy.	 For	
such	data	 to	be	processed	 lawfully,	 it	must	be	ac-
curate	 and,	wherever	 necessary,	 kept	 up	 to	 date.	
In	 principle,	 only	 data	 which	 is	 reliable	 and	 accu-
rate	 can	 be	 processed	 in	 a	 lawful	 and	 legitimate	
manner	 [11].	 Personal	 data	 which	 is	 found	 to	 be	
inaccurate,	 outdated	or	 incomplete	 in	 light	 of	 the	
purposes	 for	 which	 it	 is	 collected	 and	 processed	
must	 therefore	 be	 corrected	 or	 erased	 without	
delay.		

Guidelines.	 Guideline	 G3.4.P9	 recognizes	 the	
importance	of	maintaining	a	high	 level	of	data	ac-
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curacy	 in	 the	 VALCRI	 system.	 As	 a	 general	 guide-
line,	 it	suggests	 that	 the	presumed	accuracy	of	 in-
formation	is	attached	to	the	information	itself	and	
that	 the	system,	as	 far	as	possible,	only	processes	
accurate	 and	 reliable	 data.	 Yet,	 the	 guideline	
acknowledges	 that	 only	 processing	 verified	 and	
entirely	reliable	 information	 is	not	always	a	realis-
tic	approach	for	criminal	investigations.	Because	of	
this,	other	safeguards	are	to	be	put	in	place	to	pro-
tect	the	rights	of	the	data	subject	and	the	integrity	
of	the	investigation.	In	order	to	further	support	the	
accuracy	of	personal	data,	guideline	G3.4.P7	estab-
lishes	 the	 need	 of	 data	 changes	 in	 source	 data-
bases	 being	 updated	 and	 synchronized	 in	 the	
VALCRI	system.	As	such,	alterations	made	in	police	
datasets	 shall	 be	 accurately	 reflected	 in	 the	 sys-
tem.	

Implementation	 in	VALCRI.	To	ensure	that	the	
data	processed	by	VALCRI	is	sufficiently	accurate,	a	
number	 of	 technical	 measures	 must	 be	 imple-
mented.		

First,	data	must	be	marked	appropriately	based	
on	 its	 reliability.	A	distinction	must	be	maintained	
between	different	types	of	data	which	shall	subse-
quently	be	marked	accordingly.	Data	 representing	
proven	 facts,	hypotheses,	 intelligence	and	witness	
statements	shall	be	designated	as	such	and	differ-
entiated	between	in	order	to	avoid	uncertainty	and	
allow	 the	 analyst	 to	 assess	 the	 quality,	 reliability	
and	accuracy	of	the	data.	To	this	end,	VALCRI	must	
be	able	to	incorporate	the	pre-existing	4x4x4	(Bel-
gium)	and	5x5x5	(UK)	grid	structures	used	to	assess	
the	 reliability	 and	 quality	 of	 criminal	 intelligence.	
While	this	currently	poses	certain	issues	for	source	
databases	used	by	police	 forces	which	do	not	uti-
lize	such	a	classification	similar,	these	problems	are	
expected	 to	 be	 solved	 as	 law	 enforcement	 agen-
cies	across	the	EU	adjust	to	the	new	requirements	
of	 the	 Police	 and	 Criminal	 Justice	 Authorities	 Di-
rective	by	2018.	As	such,	VALCRI	shall	be	adequate-
ly	 equipped	 to	 meet	 the	 conditions	 of	 this	 new	
Directive	at	the	time	it	enters	into	force.	

Second,	 VALCRI	 must	 regularly	 synchronize	
with	 the	 source	 databases	 to	 detect	 and	 reflect	
changes	occurring	therein.	The	access	to	and	man-
agement	 of	 police	 databases	 is	 strictly	 regulated	
and	subject	to	specific	procedures.	Data	present	in	
such	databases	or	police	archives	must	be	supplied	
in	 a	 particular	way	 and	 cannot	be	directly	 altered	
by	 persons	 retrieving	 it	 for	 the	 purpose	 of	 police	
investigations.	 VALCRI	 shall	 never	 be	 able	 to	
change	 data	 in	 the	 source	 database,	 but	 shall	 in-
stead	 react	 to	 changes	made	 therein	 and	 present	
them	 to	 the	 user	 of	 the	 system.	 As	 such,	 in	 the	
event	 that	data	 is	altered,	deleted,	merged	or	up-
dated	 in	 the	 source	 database,	 whether	 as	 result	

from	further	police	investigations	or	a	data	subject	
exercising	his	or	her	rights,	the	system	shall	be	able	
to	notify	the	user	of	these	changes,	 inform	him	or	
her	of	the	modifications	made	and	display	the	up-
dated	information.	

Third,	 the	 system	 shall	 allow	 users	 to	 make	
notes	 in	 their	 work	 files	 within	 the	 VALCRI	 User	
Interface	relating	to	 the	accuracy	of	data	 they	en-
counter.	 While	 they	 cannot	 directly	 alter	 data	 in	
the	 source	 database,	 the	 system	 shall	 be	 able	 to	
create	 a	 temporary	 entity	 reflecting	 the	 updated	
information	while	 the	 analyst	 relies	 on	other	 pro-
cedures	 to	 contact	 the	owner	of	 the	 source	data-
base	about	the	reliability	of	the	data	therein.		

Principle	5:	Anonymization	and	pseudonymization	
Definition.	In	order	to	fully	protect	the	person-

al	data	of	persons	whose	information	is	being	pro-
cessed,	it	is	required	that	personal	data	is	only	kept	
in	a	form	allowing	for	the	identification	of	the	data	
subjects	 for	 as	 long	 as	 necessary	 for	 the	 purpose	
for	 which	 the	 data	 were	 collected	 [12].	 As	 such,	
measures	 must	 be	 taken	 to	 avoid	 the	 limitless	
storage	 of	 personal	 data	 which	 is	 no	 longer	 rele-
vant	 to	 the	 purpose	 of	 the	 processing	 activities.	
Anonymization	 and	 pseudonymization	 techniques	
have	been	identified	as	ideal	solutions	to	meet	this	
legal	 requirement.	 Data	 is	 considered	 successfully	
anonymized	 when	 it	 is	 stripped	 of	 the	 elements	
capable	 of	 identifying	 the	 natural	 person	 and	 the	
re-identification	 thereof	 is	 entirely	 impossible,	 at	
which	point	it	can	no	longer	be	considered	person-
al	 data	 [13].	 Contrary	 to	 this,	 pseudonymization	
only	 conceals	 the	 identity	of	 the	data	 subject	 in	a	
retraceable	 way	 and	 allows	 for	 later	 re-
identification.	 While	 pseudonymized	 data	 is	 still	
considered	personal	data,	 its	processing	 is	 consid-
ered	 a	 less	 significant	 interference	 with	 the	 data	
subject’s	private	life.	

Guidelines.	Guidelines	G3.4.P2	and	G3.4.P3	 in-
tend	for	personal	data	to	be	anonymized	as	much	
as	 possible	 to	 correspond	 with	 the	 principles	 of	
necessity	and	data	minimization.	If	full	anonymiza-
tion	would	 not	 be	 an	 option,	 data	must	 be	 pseu-
donymized	whenever	 possible	 to	 further	 limit	 the	
interference	in	the	private	sphere.	

Current	 Practices	 in	 Policing.	 The	 degree	 to	
which	data	should	be	anonymized	depends	on	the	
tasks	 and	 status	 of	 the	 particular	 analyst.	 Anony-
mized	data	shall	suffice	and	therefore	be	required	
for	strategic	and,	under	usual	circumstances,	tacti-
cal	 analysists	 whose	 tasks	 include	 the	 drafting	 of	
statistical	analyses	or	detecting	crime	patterns.	On	
the	other	hand,	the	full	personal	data	shall	be	nec-
essary	 for	the	tasks	of	operationalist	analysts	who	
work	 on	 a	 specific	 file.	 For	 the	 latter,	 pseudony-
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mization	should	be	applied	whenever	possible	and	
data	 should	 be	 anonymized	 for	 further	 storage	
after	the	legal	retention	period	expires.		

Implementation	 in	 VALCRI.	 In	 the	 VALCRI	 sys-
tem,	 anonymization	 of	 data	 is	 set	 to	 be	 achieved	
through	 two	 separate	 methods	 in	 order	 to	 meet	
the	different	preferences	and	needs	of	police	per-
sonnel.	First,	 the	system	shall	be	able	to	only	pre-
sent	anonymized	data	to	the	user	by	means	of	spe-
cifically	 structured	 queries.	 By	 employing	 specific	
queries	 relating	 to	 a	 particular	 task,	 the	 user	 can	
request	 the	 system	 to	only	 retrieve	 the	necessary	
data	for	the	purpose	of	a	certain	processing	activi-
ty.	If	the	query	is	structured	in	such	a	way	that	the	
user’s	 task	 does	 not	 require	 the	 full	 personal	 de-
tails	of	persons	 involved,	 the	 system	shall	present	
anonymized	 or	 pseudonymized	 data.	 Second,	
VALCRI	 shall	 contain	 a	 number	 of	 PET	 (Privacy-
Enhancing	Technology)	 functionalities	which	allow	
for	 further	 anonymization	 and	 pseudonymization	
of	the	personal	data	contained	in	the	system	when	
the	user	chooses	to	apply	them	as	such	[14].	These	
functionalities	 shall	 include,	 for	 example,	 face	 de-
tection	 and	 obfuscation	 techniques	 applicable	 to	
video	data.	

Principle	6:	Data	storage	and	deletion	
Definition.	Serving	as	an	extension	to	the	gen-

eral	principles	of	purpose	limitation	and	data	min-
imization	 further	 described	 above,	 personal	 data	
cannot	be	stored	longer	than	strictly	necessary	for	
achieving	the	initial	purpose	of	collection.	As	such,	
data	must	be	deleted	whenever	it	is	no	longer	rel-
evant	 for	 this	 purpose.	 Procedures	 must	 be	 in	
place	 to	 support	 the	 timely	 assessment	 and	 dele-
tion	of	data	which	is	either	no	longer	consider	rel-
evant	 and	 necessary	 or	 has	 been	 stored	 for	 the	
maximum	period	allowed	for	by	law.	This	period	of	
retention	 may	 vary	 based	 on	 the	 crime,	 type	 of	
database,	 police	 force	 processing	 the	 information	
and	 the	 purpose	 of	 the	 processing.	 In	 the	 event	
that	data	is	no	longer	considered	necessary,	 it	can	
be	stored	when	fully	anonymized.		

Guidelines.	 Guideline	 G3.4.P6	 recognizes	 the	
need	 for	 the	 timely	 deletion	 of	 data.	 It	 suggests	
that	a	specific	data	retention	concept	must	be	de-
veloped	 for	 types	of	personal	data	and	 that	exist-
ing	 rules	 on	 the	 deletion	 of	 data	 must	 be	 imple-
mented	 into	VALCRI	so	that	the	system	can	play	a	
supporting	role	therein.	According	to	the	guideline,	
data	 deletion	must	 take	place	 after	 the	 fulfilment	
of	the	purpose	for	which	the	data	was	collected	or	
according	to	the	legally	binding	storage	periods.		

Implementation	 in	 VALCRI.	 For	 VALCRI,	 a	 dis-
tinction	must	 be	made	 between	 two	 instances	 of	
data	deletion.	First,	the	data	stored	in	other	police	

databases	 which	 are	 retrieved	 and	 presented	 by	
the	system,	cannot	be	modified	or	deleted	by	 the	
system.	 VALCRI	 must	 incorporate	 the	 functionali-
ties	described	under	data	accuracy	in	order	to	noti-
fy	 the	 user	 of	 erasures	 taking	 place	 in	 the	 data-
bases	from	which	VALCRI	draws	its	data.		

Second,	the	personal	data	stored	by	the	system	
in	analyst	work	files	tied	to	a	particular	case	should	
be	subject	to	the	same	duty	of	timely	deletion.	The	
system	shall	introduce	semi-automated	procedures	
notifying	the	users	when	data	stored	in	the	system	
should	be	removed.	As	such,	VALCRI	must	be	con-
figured	 in	 accordance	 with	 the	 national	 laws	 and	
data	 retention	 procedures,	 ensuring	 that	 data	 is	
not	 kept	 longer	 than	 necessary	 or	 allowed	 for	 by	
law.	 Following	 this,	 VALCRI	 shall	 notify	 users	 the	
data	 which	 is	 due	 for	 erasure.	 Typically,	 the	 data	
stored	 in	 the	 work	 files	 belonging	 to	 operational	
analysts	are	stored	externally	even	after	 the	com-
pletion	of	 the	analysis	 report.	Only	while	 the	ana-
lyst	is	working	on	a	specific	case	is	this	data	stored	
in	the	VALCRI	system	itself.	When	the	investigation	
is	declared	closed,	the	information	and	correlating	
log	data	are	 	stored	and	archived	for	the	 legal	du-
ration	 before	 its	 final	 erasure.	 These	 closed	 files	
are	not	 archived	 in	VALCRI	but	 are	 instead	 stored	
in	specific	archives	with	limited	access.	

Principle	7:	Security	measures	
Definition.	 Finally,	 police	 information	 systems	

must	 contain	 sufficient	 safeguards	 and	 adequate	
security	measures	 in	order	 to	protect	and	guaran-
tee	 the	 integrity,	 safety	 and	 security	of	 the	police	
investigations	 and	 the	 personal	 data	 processed	 in	
the	context	thereof.	To	protect	the	system	against	
loss	 and	destruction	of	 the	data	 in	 the	 system,	as	
well	 as	 the	 unauthorized	 or	 unlawful	 processing	
thereof,	 technical	 and	 organizational	 measures	
must	be	taken	which	take	into	account	the	techno-
logical	state	of	the	art,	the	costs	of	implementation	
and	 the	 nature,	 scope	 and	 purposes	 of	 the	 pro-
cessing	activities.		

Guidelines	 and	 implementation	 in	 VALCRI.	 In	
VALCRI,	 a	number	of	different	 security	 goals	have	
been	identified.	In	order	to	ensure	that	the	VALCRI	
system	and	the	data	therein	are	highly	secure,	the	
so-called	 information	 security	 objectives	 of	 confi-
dentiality,	 integrity,	 availability,	 accountability,	
assurance	 and	 non-repudiation	 serve	 as	 a	 funda-
mental	guideline	through	the	development	process	
[15].	

As	 such,	 a	 security	 policy	 consists	 of	 several	
separate	 measures,	 a	 number	 of	 them	 have	 al-
ready	been	discussed	above	and	can	be	found	both	
in	 different	 LEP	 guidelines	 and	 earlier	 VALCRI	 de-
liverables	 [16].	Measures	such	as	adequate	access	
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control	 (AC)	 to	 limit	 access	 ex-ante	 to	 the	 struc-
tured	 and	 unstructured	 data	 across	 system	 do-
mains	 (G3.4.PL4),	 data	 synchronization	 (G3.4.P7),	
detailed	high-assurance	and	analytical	 logging	and	
auditing	 systems	 recording	 both	 user	 and	 system	
actions	 (G3.4.PL3),	 and	 strict	 procedures	 for	 the	
deletion	 and	 modification	 of	 data	 in	 VALCRI	
(G3.4.P6)	 shall	 contribute	 to	 a	 comprehensive	 se-
curity	policy	and	must	be	 implemented	 in	VALCRI.	
Additionally,	 adequate	 measures	 protecting	 the	
system	during	all	stages	of	the	processing	activities	
must	 be	 in	 place.	 Privacy-enhancing	 technologies	
shall	be	implemented	to	secure	the	pre-processing	
and	 modification	 of	 certain	 personal	 data	 in	 the	
system.	 Data-in-transit	 shall	 be	 protected	 during	
transmission	by	means	of	encryption.	Back-up	and	
recovery	 functionalities	 shall	 be	 provided	 for	 and	
used	 to	 their	 full	 extent,	while	 the	VALCRI	 system	
itself	 and	 all	 transmissions	 of	 data	 thereto	 or	
therefrom	 shall	 remain	 secure.	 System	 malfunc-
tions	 shall	 not	 be	 able	 to	 corrupt	 the	 integrity	 of	
the	data	and	the	actions	of	the	system	shall	be	able	
to	be	evaluated	and	assessed	on	their	reliability	to	
ensure	 that	VALCRI	 is	working	properly	 and	as	 in-
tended.	

Nevertheless,	 technical	 measures	 can	 only	 ac-
complish	so	much	to	improve	the	security	of	a	sys-
tem,	 as	 the	 human	 component	 is	 another	 key	 as-
pect	 of	 data	 protection	 and	 security.	 As	 such,	 or-
ganizational	 measures	 are	 equally	 important	 and	
necessary.	 Physical	 access	 control,	 data	 manage-
ment	 policies,	 safeguards	 for	 the	 transport	 and	
management	 of	 data	 media	 and	 equipment,	 and	
adequate	 training	 of	 police	 personnel	 shall	 all	 be	
the	 responsibility	 of	 police	 services	 using	 the	
VALCRI	system.	
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APPENDIX	A	–	LEP	GUIDELINES	
A	detailed	discussion	of	each	of	these	34	principles	can	be	found	in	the	deliverable	D3.4	Human	Issues	Frame-
work.	
	
LEGAL	
Guideline	ID	 Title	
G3.4.L1	 Respect	 for	 fundamental	 rights	 and	

freedoms	
G3.4.L2	 Accountability	
G3.4.L3	 Intellectual	Property	(e.g.	Copyright)	
G3.4.L4	 Function	creep		
G3.4.L5	 Territorial	jurisdiction	
G3.4.L6	 Administrative	safeguards	
G3.4.L7	 Electronic	signatures	
G3.4.L8	 Enabling	correct	documentation	of	cases	
G3.4.L9	 Inspection	report	
G3.4.L10	 Management	of	data	with	risks	attached	

	
ETHICAL		
Guideline	ID	 Title	
G3.4.E1	 Human	dignity	and	autonomy	

DETECTOR	project	–	Data	Mining	(pro-
filing)	example.	

	
PRIVACY	
Guideline	ID	 Title	
G3.4.P1	 Personal	information	

G3.4.P2	 Anonymization	of	data	

G3.4.P3	 Pseudonymisation	of	data	
G3.4.P4	 Limited	use	of	sensitive	personal	data	
G3.4.P5	 Enforcement	of	purpose	limitation	
G3.4.P6	 Data	deletion	
G3.4.P7	 Synchronisation	of	data	changes	
G3.4.P8	 Differentiation	of	the	roles	of	the	data	

subjects	
G3.4.P9	 Accuracy	of	data	
G3.4.P10	 Data	for	administrative	purposes	
G3.4.P11	 Effective	exercise	of	data	subjects’	rights	
G3.4.P12	 Privacy	of	employees	
G3.4.P13	 Restricted	access	of	system	administra-

tors	
G3.4.P14	 Avoidance	of	free-text	fields	
G3.4.P15	 Prohibition	of	fully	automated	final	deci-

sion-making	
	
	

	

PRIVACY	&	LEGAL		
Guideline	ID	 Title	
G3.4.PL1	 Legal	Compliance		
G3.4.PL2	 Data	Limitation:	Necessity	principle		
G3.4.PL3	 Auditing	and	logging		
G3.4.PL4	 Access	control		

	
LEGAL	and	ETHICAL	
Guideline	ID	 Title	
G3.4.EL1	 Equality:	No	prejudice		
G3.4.EL2	 Truthfulness:	 Verifiability	 and	 counter-

examination	
	

Remaining	 and	 overlapping	 LEGAL,	 ETHICAL	 &	
PRIVACY		
Guideline	ID	 Title	
G3.4.LEP1	 Transparency	of	the	system	
G3.4.LEP2	 Chain	of	custody	and	provenance	of	data	
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APPENDIX	B	–	SUMMARY	OF	LEP	GUIDELINE	IMPLEMENTATION	
 
Principle	 LEP	Guidelines	 Requirements	 Remarks	
1.	Purpose	limitation	and	data	mini-
mization:	
	
The	purposes	for	which	data	can	be	
processed	must	be	determined	prior	
to	its	collection.	All	future	processing	
activities	which	must	fall	within	the	
scope	of	the	original	purpose.	The	data	
must	be	adequate,	relevant	and	lim-
ited	to	what	is	necessary	in	relation	to	
these	purposes	for	which	it	is	collected	
or	further	processed.	

G3.4.P5:	Enforcement	of	
purpose	limitation	

Unique	user	profiles	which	are	tied	to	
individual	analysts	and	allow	for	varying	
degrees	of	access	to	data	based	on	the	
tasks	assigned	and	clearance	given.	De-
tailed	access	control	measures,	extensive	
logging	procedures	allowing	for	audits,	
and	the	possibility	of	linking	search	que-
ries	and	accessible	data	to	predefined	
tasks	and	access	levels	should	be	provid-
ed.	

	

2.	Categories	of	data	subjects:	
	
The	processing	of	personal	data	in	the	
context	of	criminal	investigations	must	
take	into	account	the	role	of	the	data	
subject	in	the	criminal	act	and	make	
distinctions	based	on	the	nature	of	his	
or	her	involvement.		

G3.4.P8:	
Differentiation	of	the	roles	
of	the	data	subjects	

Maintaining	a	clear	distinction	between	
certain	categories	of	data	subjects	based	
on	the	nature	of	their	involvement	with	
the	criminal	fact	by	implementing	a	tag-
ging	system	which	allows	persons	and	
the	personal	data	relating	to	them	to	be	
marked,	sorted	and	categorized	based	on	
their	relation	to	the	criminal	fact	as	de-
scribed	above.	

	

3.	Traceability	and	accountability:	
	
Both	system	and	user	actions	must	be	
recorded	and	traceable	for	auditing	
purposes.	System	errors	and	unlawful	
use	must	be	identifiable	and	determin-
ing	accountability	must	be	possible	in	
cases	of	misuse	in	order	to	guarantee	
reliability,	accuracy	and	authenticity.			

G3.4.L2:	
Accountability	
G3.4.PL3:	
Auditing	and	logging	
G3.4.LEP1:	Transparency	of	
the	system	

Implementing	extensive,	detailed	and	
auditable	logs	of	all	system	and	user	
actions.	These	logs	shall	include	the	iden-
tity	of	the	user,	time	and	date	of	the	
system	being	accessed,	data	gathered	
and	accessed	by	the	user,	modifications	
and	additions	made	to	the	analyst	files,	
transactions	of	data,	changes	in	user	
settings,	and	the	processing	and	reason-
ing	actions	of	the	system.	

	

4.	Data	accuracy:	
	
For	data	to	be	processed	lawfully,	it	
must	be	reliable,	accurate	and,	wher-
ever	necessary,	kept	up	to	date.	Data	
which	is	inaccurate,	outdated	or	in-
complete	in	light	of	the	processing	
purposes	must	be	corrected	or	erased.	

G3.4.P7:	
Synchronization	of	data	
changes	
G3.4.P9:	
Accuracy	of	data	

Implementing	the	possibility	of	marking	
data	based	on	reliability	(4x4x4	or	5x5x5	
grids)	and	distinguishing	between	differ-
ent	types	of	data	(facts,	hypotheses,	
intelligence	and	witness	statements).	
Synchronizing	data	with	source	data-
bases	to	detect	and	reflect	changes,	as	
well	as	notify	users	of	modifications	
made.	
Allowing	users	to	make	notes	within	the	
VALCRI	UI	relating	to	data	accuracy	and	
create	temporary	entities	reflecting	data	
as	updated	by	the	user.	

It	is	not	yet	clear	in	
VALCRI	how	this	is	going	
to	be	solved.	Notifications	
within	a	certain	pre-
defined	time	interval	is	
one	possibility,	flag-
ging/blocking/marking	of	
data	another.	Open	issue	
at	the	moment.	

5.	Anonymization	and	pseudonymiza-
tion:	
	
Personal	data	may	only	be	kept	in	a	
form	allowing	for	the	identification	of	
the	data	subjects	for	as	long	as	neces-
sary	for	the	purpose	for	which	the	
data	were	collected.	When	identifiable	
information	is	not	necessary	for	a	spe-
cific	purpose,	the	relevant	data	must	
be	presented	in	an	anonymized	or	
pseudonymized	manner.	

G3.4.P2:	
Anonymization	of	data	
G3.4.P3:	
Pseudonymization	of	data	

Implementing	the	possibility	of	only	pre-
senting	anonymized	or	pseudonymized	
information	based	on	the	tasks	and	sta-
tus	of	the	analyst,	as	well	as	the	search	
queries	used.		
Introducing	additional	PET	functionalities	
and	anonymization	technologies	to	allow	
users	to	further	anonymize	specific	data.		

This	is	not	yet	clearly	
understood.		To	be	dis-
cussed	with	FHG	to	see	if	
this	description	is	accu-
rate	for	search	queries.	

6.	Data	storage	and	deletion:	
	

G3.4.P6:	
Data	deletion	

Incorporating	the	measures	described	
under	data	accuracy	to	inform	users	of	
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Personal	data	cannot	be	stored	longer	
than	strictly	necessary.	Only	when	the	
data	is	relevant	to	the	purposes	of	the	
processing	may	it	be	stored	in	infor-
mation	systems.	Data	which	is	either	
no	longer	consider	relevant,	necessary	
or	has	been	stored	for	the	maximum	
period	allowed	for	by	law	must	be	
deleted	in	a	timely	fashion.		

deletions	occurring	in	source	databases.	
Implementing	semi-automated	proce-
dures	notifying	the	users	when	data	
stored	in	analyst	work	files	should	be	
removed.	Allowing	configuration	of	pro-
cedures	to	support	the	timely	assess-
ment	and	deletion	procedures	in	accord-
ance	with	national	laws	and	data	reten-
tion	procedures	to	ensure	this	data	is	
kept	no	longer	than	necessary	or	allowed	
for	by	law.	

7.	Security	measures:	
	
Information	systems	must	contain	
sufficient	safeguards	and	adequate	
security	measures	in	order	to	protect	
and	ensure	the	integrity,	safety	and	
security	of	the	police	investigations	
and	the	personal	data	processed	in	the	
context	thereof.	

G3.4.P6:	
Data	deletion	
G3.4.P7:	
Synchronization	of	data	
changes	
G3.4.PL3:	
Auditing	and	logging	
G3.4.PL4:	
Access	control	

Implementing	adequate	security	
measures	as	described	in	other	require-
ments	and	VALCRI	deliverables.	These	
measures	shall	include	access	control	
protocols	to	limit	access	to	structured	
and	unstructured	data	across	system	
domains,	data	synchronization,	logging	
and	auditing	systems,	and	data	deletion	
and	modification	procedures.	Additional-
ly,	system	security,	PET,	encryption,	
back-up	and	recovery	functionalities	shall	
be	implemented.	
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